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Abstract—The AES algorithm published in 2001 is now the
most popular symmetric encryption algorithm. Several imple-
mentations have beed proposed but few of them considered the
hardware cost and the throughput as a whole. This paper presents
an AES core to be capable of both encryption and decryption
with three different key lengths: 128-, 192-, and 256-bit. The
overall hardware cost was optimized by a very compact on-the-fly
key expansion unit and a highly integrated encryption/decryption
datapath. The compact on-the-fly key expansion unit is achieved
by sharing expansion processes of different key lengths. The
integrated data datapath shares hardware resources between
encryption and decryption. After manufactured in 90nm CMOS
technology, the area of the chip is 15,577 equivalent gates with
throughput up to 1.69 Gb/s operating at 131.8 MHz.

I. INTRODUCTION

Data security has become a serious issue with the advance of
communication technology. The aging Data Encryption Stan-
dard (DES) now can be broken with little effort. Therefore,
the National Institute of Standards and Technology (NIST)
announced the approval of FIPS-197, which is also named as
Advanced Encryption Standard (AES), in 2001 [1]. The AES
algorithm is a symmetric block cipher with low complexity
and high security level. Additionally, the AES algorithm can
be applied to different block cipher modes, which are ECB,
CBC, OFB, CFB, and CTR [2], to raise the security level.
Additional initial vectors are involved to break the one-to-one
mapping between plaintexts and ciphertexts.

To date, several AES implementations have been published
to target at very low-cost designs [3], [4] while others are
high throughtput approaches [5]–[7]. Most popular techniques
for low-cost AES are composite field based S-boxes [3], [8]
and memoryless key expansion unit [3], [4], [9]. In most low-
cost designs, the data bus widths are 32-bit or even 8-bit, in
this way, the number of S-boxes required is reduced. Such
designs result in less than 10,000 gates but the throughput
were only several Mb/s. On the other hand, high throughput
AES implementations usually adopt pipelining techniques or
look-up table based S-boxes to increase the clock rate and
throughput. Such design [6], [7] can achieve throughput higher
than 3 Gb/s but the hardware cost also increase significantly.

A high throughput AES architecture with modest hardware
cost is proposed to directly support different operation modes.
To meet the requirement of most high speed applications
such as Gigabit Ethernet, the design is targeted at throughput

higher than 1 Gb/s. With this design target, the architecture
is optimized in terms of area by an on-the-fly key expansion
unit and an integrated data process unit.

On-the-fly key expansion method is adopted to reduce mem-
ory usages. Currently, most proposed on-the-fly key expansion
unit only support key length 128-bit [3], [4], [6], [9]. To
support different key lengths, additional key expansion units
are required and therefore the hardware cost is increased.
The round key generating process of different key lengths for
encryption/decryption can be further combined. Therefore, the
hardware cost of a full-key-length AES can be significantly
reduced by this compact on-the-fly key expansion unit instead
of dedicated key expasion units for different key lengths.

An integrated encryption/decryption datapath is also in-
troduced in this paper. Separately designed encryptor and
decryptor results in higher throughput [5], [7], but it requires
about two times or more hardware resources. Integrated data
process unit with modification in decryption data flow is
presented to show how to utilize limited hardware resources.

The brief review of AES algorithm is given in section
II and the proposed area-efficient architecture, including the
compact on-the-fly key expansion unit and the integrated data
process unit, is shown in section III. Section IV shows the
implementation result and compares this work with others. At
last, section V concludes this work.

II. AES ALGORITHM

The AES algorithm is one of approved block ciphers by
NIST [1]. One 128-bit data block can be encrypted at a
time with one of three different key lengths, 128-, 192-,
and 256-bit, to provide different security levels. The AES
algorithm is also a kind of iterative cipher to apply four
different transformations on the data block except in the last
round. Those four transformations are briefly illustrated in the
following.

• Subbyte - The subbyte, also called S-box, is the only non-
linear transformation used in the AES algorithm. This
transformation can be divided into two parts: finding a
multiplicative inverse in GF(28) with irreducible polyno-
mial x8 +x4 +x3 +x+1 and applying an affine transform
to this multiplicative inverse.

• Shiftrow - The shiftrow is a kind of permutation among
the data block.
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Fig. 1. (a) AES encryption data flow (b) AES decryption data flow

• Mixcolumn - Every column of the data block matrix is
modeled as a polynomial s(x) in field GF((28)4) with
irreducible polynomial x4 +1. Every column of the data
block matrix is then replaced by s(x)×a(x) mod x4 +1,
where a(x) = {03}x3 +{01}x2 +{01}x+{02} mod x4 +
1, {01}, {02}, {03} ∈ GF(28).

• Addroundkey - This transformation adds round keys,
which is generated from secret key, into the data block
by bit-wise XOR operation. Note that the round keys are
generated by the key expansion algorithm specified in the
FIPS-197 [1].

The encryption data flow specified in the standard is shown
in Fig.1(a) while the decryption data flow is shown Fig.1(b).
The number of rounds performed in the AES algorithm is
determined by the key length: 10 rounds for AES-128, 12
rounds for AES-192, and 14 rounds for AES-256.

III. PROPOSED AREA-EFFICIENT ARCHITECTURE

The proposed architecture shown in Fig.2 contains an AES
crypto core and an IO buffer. The AES crypto core consists
of three major blocks: control unit, key expansion unit, and
integrated data process unit. The IO buffer is designed due to
the limitation of pin allocation.

The key expansion unit can be implemented with buffer
memories or separate key expasion datapaths [5], [7]. Both
approaches require additional cost for decryption. In addition,
different key expansion flows for differnt key lengths would
further raise the hardware cost, leading to the difficulty in
implementing full-key-length AES.

On the other hand, the data process unit must be able to
perform both encryption and decryption. The most straight
forward method is to utilize two dedicated data process units,
one for encryption and the other for decryption [5], [7]. In
our proposed architecture, the encryption and the decryption
datapaths are integrated as one data process unit with little
area overhead.
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Fig. 2. Block diagram of the proposed AES architecture

A. On-the-fly Key Expansion Unit

The proposed key expansion acrhitecture is shown in Fig.3.
It can be applied in both encryption and decryption with dif-
ferent key lengths: 128-, 192-, and 256-bit. The key generating
algorithm of key length 256 for encryption can be modeled as
following equations:

W ′
0 = Subword(Rotword(W7))⊕Rcon⊕W0

W ′
1 = W ′

0 ⊕W1
W ′

2 = W ′
1 ⊕W2

W ′
3 = W ′

2 ⊕W3
W ′

4 = Subword(W ′
3)⊕W4

W ′
5 = W ′

4 ⊕W5
W ′

6 = W ′
5 ⊕W6

W ′
7 = W ′

6 ⊕W7

Note that W ′
n are next round key words and Wn are current

round key words, and each 128-bit round key contains four
round key words. Subword contains four S-boxes to substitute
a word and Rotword shifts the input left by one byte. Rcon
is a constant value defined in FIPS-197 [1]. Because round
keys used in the decryption flow are in the reverse order, the
key expansion unit needs to on-the-fly compute these reversely
ordered round keys. To generate such reversely ordered round
keys, the last round key is needed and then the following round
keys can be generated. That is, it needs to compute Wn from
W ′

n. The round key expansion process for decryption can be
written as follows:

W0 = Subword(Rotword(W ′
6 ⊕W ′

7))⊕Rcon⊕W ′
0

W1 = W ′
0 ⊕W ′

1
W2 = W ′

1 ⊕W ′
2

W3 = W ′
2 ⊕W ′

3
W4 = Subword(W ′

3)⊕W ′
4

W5 = W ′
4 ⊕W ′

5
W6 = W ′

5 ⊕W ′
6

W7 = W ′
6 ⊕W ′

7

Note that the first round key used in decryption is the same
as the last round key used in encryption. If the key length
is 256-bit, at most 14 cycles are required to produce the
inital round key in the first decryption operation. To speedup
the decryption process, the last round key could be stored
in a buffer, then the following decryption process can start
immediately when the AES crypto core receives ciphertext
blocks.
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Fig. 3. On-the-fly key expansion unit
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Fig. 4. Architecture of integrated data process unit

As defined in FIPS-197 [1], key expansion processes for
key length 128 and 192 are quite similar. The data flow of
AES-128 is the solid line shown in Fig.3, and the dash line is
the additional data flow for AES-192. The complexity of key
expansion unit is raised significantly when considering key
length 256. As shown in the above equations, the round key
expansion process needs two Subword modules in AES-256.
The additional Subword leads to higher hardware cost and also
increases the critial path. Since only 128 bits are required as
a round key, the key expansion process of AES-256 can be
divided into two phases. In encryption, {W ′

0, W ′
1, W ′

2, and W ′
3}

are computed in the first phase and {W ′
4, W ′

5, W ′
6, and W ′

7} are
generated by using the same Subword module in the second
phase. In decryption, {W4, W5, W6, W7} are generated in the
first phase and {W0, W1, W2, W3} are generated in the second
phase. Note that the required W ′

6 ⊕W ′
7 when computing W0

have already beed stored in W7 in the first phase. The dotted
line in Fig.3 indicates the data flow in AES-256.

B. Integrated Data Process Unit
In Fig.4, the integrated data process unit contains four basic

transformation modules and controlled multiplexers to switch
between encryption or decryption. Different data flows are
indicated in Fig.4 with different lines. The black line indicates
the data flow for encryption and the gray line indicates the data
flow for decryption. The dotted line is used to support different
operation modes.

To reduce hardware cost, the decryption datapath must be
combined with the encryption datapath. The S-box used in
encryption is different from that used in decryption; therefore,

TABLE I
HARDWARE RESOURCES IN DATAPATH

DFFs Sboxes Mixcolumns XORs Muxs

This Work 128 16 1 256 5

Gürkaynak [5] 256 32 4 768 2

total 32 look-up tables are needed. Composite field based S-
box is the best method to integrate the encryption and decryp-
tion datapath [3], [8] because the multiplicative inversion in
subbyte can be shared in encryption and decryption. To further
reduce the cost of the integrated data process unit, the data
flow of decryption must be modified to merge the datapath of
encryptor and decryptor.

As shown in Fig.1, the decryption flow can be exactly the
same as the encryption flow with two modifications:

• Exchanging the processing order of subbyte and shiftrow,
and

• Exchanging the processing order of mixcolumn and ad-
droundkey.

The first modification can be done easily without any extra cost
because the subbyte and the shiftrow are both byte-oriented
transformations. However, the second modification demands
the pre-processing on the round keys. Assume the key words
and the data words can be represented as k(x) and s(x) over
GF((28)4), the combined transformation of addroundkey and
mixcolumn in decryption can be written as (addroundkey first
and then mixcolumn)

(s(x)+ k(x))×a(x) mod x4 +1 (1)

where a(x) is a constant polynomial. By the distributive law,
this equation can be rewritten as (mixcolumn first and then
addroundkey)

(s(x)×a(x) mod x4 +1)+(k(x)×a(x) mod x4 +1) (2)

As a result, the processing order of mixcolumn and the
addroundkey can be swapped only if round keys are first
applied to a mixcolumn transformation. That is, the round
keys should go through the mixcolumn transformation first and
then be added to the data block. For a low cost design, the
additional mixcolumn transformation needed in the decryption
flow should be eliminated; therefore, the order of mixcolumn
and addroundkey in decryption remains unchanged in the
integrated data process unit. This is fine because that the cost
of an addroundkey module is 322 equivalent gates, which is
much lower than 1,629 gates of mixcolumn modules. The gray
module shown in Fig.4 is the additional addroundkey module
used in decryption. An initial vector input is also included in
the datapath to support different operation modes.

Table I lists the resources used and compares to
Gürkaynak’s [5] design, which also supports all key lengths
and different operation modes. Their design is full-duplex
with dedicated encryptor and decryptor. Compared with their
design, the hardware resources of our design is less than



TABLE II
COMPARISONS WITH RELATED DESIGNS

Designs Tech. Freq.(MHz) Throughput Power Gates Mbps/K-gate Decrypt Key Modes

This Work 90nm 131.8 1.69 Gb/s 5.02mW 15,577 108.5(1.000) Yes All ECB, CBC, CFB, OFB
Feldhofer [4] 0.35µm 80 9.9 Mb/s 4.5µW@100KHz 3,400 2.9(0.027) Yes 128 ECB
Gürkaynak [5] 0.25µm 166 2.12 Gb/s 600mW 119,000 17.8(0.164) Yes All ECB, CBC, CFB, OFB
Hodjat [6] 0.18µm 330 3.84 Gb/s 54mW@50MHz 79,000 48.6(0.448) No 128 ECB, CBC, OFB
Lin [7] 0.13µm 333 4.27 Gb/s 40.9mW 86,200 49.5(0.456) Yes All ECB, CBC, CTR, CCM

Fig. 5. Die micrograph

half. The encryptor and the decryptor of their design can
operate parallelly to achieve relative high throughput, but
this is achivable only in ECB and CBC modes. Becasue in
feedback modes only encrytor is utilized and therefore the
decryptor is redundant in OFB and CFB modes.

IV. IMPLEMENTATION RESULTS

Our design is implemented with 90 nm CMOS cell library
and the die micrograph is shown in Fig.5. The core area is
0.069mm2 where 63% of the fabricated chip is the AES core
and 37% is the IO buffer. The average power consumption
of this chip is 5.02 mW when operating at 131.8 MHz. All
FIPS-197 test patterns and random patterns are fully tested.

In Table II, our proposed design is compared with some
other designs in terms of throughput and hardware cost. Only
designs with measured results are listed in this table. The
performance metric, Mbps/K-gate, is also listed to show the
efficiency and the normalized performance is also given in the
table for comparison.

As far as we know, Feldhofer’s [4] design is the most com-
pact AES design with only 3,400 eqivalent gates by using 8-bit
datapath but the throughput is only 9.9 Mb/s. Gürkaynak [5]
proposed a full-duplex design which can achieve throughput
up to 4.24 Gb/s in ECB and CBC modes and up to 2.12
Gb/s in OFB and CFB modes. However, the encryptor and the
decryptor are not easy to operate parallelly because it requires
at least 768 IO pins to make both encryptor and decryptor
operate at the same time. Hodjat [6] proposed a design adopt-
ing table look-up based S-boxes to reduce the critical path but
also leads to higher hardware cost. Lin [7] proposed a two-
stage pipelining architecture with high throughput. However,
separately designed encryptor and decryptor result in much
higher hardware cost. Moreover, the pipelining architecture

also limits the implementation of feedback operation modes
such as OFB and CFB.

V. CONCLUSION

This paper presented a high-throughput low-cost AES core
that supports all key lengths and different modes of operation
(ECB, CBC, CFB, and OFB). The number of subword mod-
ules required in the on-the-fly key expansion unit is reduced
by dividing key generation process of key length 256-bit into
two phases. Also, the integrated data process unit utilizes min-
imum hardware resources to switch between encryption and
decryption. The chip is fabricated in 90nm CMOS technology
and measured to achieve 1.69 Gb/s operating at 131.8 MHz
with 15,577 equivalent gates.
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